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 SEQ CHAPTER \h \r 164K-1.001 Patient Advisory Alerts and Reports.
(1) A patient advisory report is a document in electronic or paper format containing information related to the dispensing of controlled substances listed in Schedules II through IV in section 893.03, F.S. The patient advisory report is created from dispensing information reported to the Prescription Drug Monitoring Program database by pharmacies and dispensing practitioners. The advisory report will be accessible online to the practitioner or the pharmacist.

(2) A patient advisory report available only upon request in accordance with section 893.055(2)(a), F.S., will indicate to a health care practitioner when a patient may have been prescribed or received controlled substances from multiple health care practitioners in a strength, amount, or frequency that may be contrary to law.
Rulemaking Authority 893.055 FS. Law Implemented 893.055 FS. History–New 11-24-11.

64K-1.002 American Society for Automation in Pharmacy Standards and Formats.

The format for submission to the database shall be in accordance with the electronic reporting standards of the American Society for Automation in Pharmacy (ASAP) contained in the “Implementation Guide ASAP Standard for Prescription Monitoring Programs Version 4, Release 2,” (9/2011), incorporated by reference. The PDMP will continue to accept reports in the ASAP 2009 version 4.1 standard for one year from the effective date of this rule (October 21, 2015), after which all reports must be made using the ASAP 2011 version 4.2 standard. The format for submission to the database if no controlled substances are dispensed shall be in accordance with the incorporated by reference ASAP Zero Report Standard (9/2011). The agency has determined that posting the incorporated materials would be a violation of federal copyright law. The materials are available for public inspection at the Department of Health, 4052 Bald Cypress Way, Tallahassee, FL 32399, and the Department of State, R.A. Gray Building, 500 South Bronough Street, Tallahassee, FL 32399. A copy of the Electronic Reporting Standard for Prescription Monitoring Programs may be obtained from the American Society for Automation in Pharmacy, 492 Norristown Road, Suite 160, Blue Bell, Pennsylvania 19422, Telephone: (610)825-7783, Website: www.asapnet.org.

Rulemaking Authority 893.055 FS. Law Implemented 893.055 FS. History–New 2-20-12, Amended 10-21-15.
64K-1.003 Accessing Database.
(1) Definitions:

(a) “Designee” means a person, preferably a licensed or certified health care professional, appointed to act as an agent of a prescriber or dispenser for the purposes of requesting or receiving information from the Prescription Drug Monitoring Program database, E-FORCSE®.

(b) “Impaired practitioner consultant” means an approved impaired practitioner program designated by the department through contract with a consultant to evaluate, refer and monitor impaired practitioners. The department has designated the Intervention Project for Nurses (IPN) and Professionals Resource Network (PRN) as the Approved Impaired Practitioner Programs.

(2)(a) Pharmacists, prescribers and dispensers licensed in Florida may directly access the information in the program database by registering on the E-FORCSE® secure web portal at https://flpdmp-phreg.hidinc.com using the temporary user name “newacct” and temporary password “welcome.” A written request may be submitted to the program manager if information must be received by alternate means. A pharmacist, prescriber or dispenser must review the “Training Guide for Florida Practitioners and Pharmacists,” DH8009-PDMP, effective 7/2016, which is incorporated by reference and available at https://www.flrules.org/Gateway/reference.asp?No=Ref-07628, prior to registering. Certification of this review is required before registration can be completed. A permanent user name and password will be emailed to the successful registrant. Registration denials, stating the reason for denial, will be emailed to the unsuccessful registrant.
(b) A prescriber or dispenser may request and receive information from the database using a secure web service associated with his or her electronic health record. The web service shall transmit the authorized user’s login credentials and query parameters to E-FORCSE® for authentication. If the user is authenticated, E-FORCSE® will return query results to the authorized user through the web service for display only viewing within the authorized user’s electronic health record.

(3)(a) A designee of a prescriber or dispenser may directly access the information in the program database by registering on the E-FORCSE® secure web portal at https://flpdmp-phreg.hidinc.com using the temporary user name “newacct” and temporary password “welcome.” A written request may be submitted to the program manager if information must be received by alternate means. A designee must review the “Training Guide for Florida Practitioners and Pharmacists” and the “Information Security and Privacy Training Course for Designees,” DH8019-PDMP, effective 7/2016, incorporated by reference and available at https://www.flrules.org/Gateway/reference.asp?No=Ref-07629, prior to registering. A permanent user name and password will be emailed to the successful registrant. Registration denials, stating the reason for the denial, will be emailed to the unsuccessful registrant.

(b) A registered designee will not have access to the database until the designating prescriber or dispenser affirmatively accepts responsibility for the designee and links the designee to a pharmacy, prescriber or dispenser E-FORCSE® account as described in the “Training Guide for Florida Practitioners and Pharmacists.” The linking process will require the prescriber or dispenser to certify that the designee has reviewed the “Training Guide for Florida Practitioners and Pharmacists” and the “Information Security and Privacy Training Course for Designees.” The designating prescriber or dispenser shall maintain printed copies of the certification of these reviews and make them available to the program manager upon request.

(c) Registered designees who do not access the E-FORCSE® database for a period in excess of six months will be deactivated. Deactivated designees may reapply for access.
(4)(a) Entities that do not have direct access to the database may request information from the program manager by having the agency head or a person appointed by the agency head for this purpose execute an “Agency User Agreement,” DH8017-PDMP, effective 7/2015, incorporated herein by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06462. If approved, the program manager will execute and return the agreement to the agency.

(b) After approval of the Agency User Agreement, each agency head or person appointed by the agency head for this purpose shall appoint an agency administrator with an “Agency Administrator Appointment Form,” DH 8010-PDMP, effective 1/2015, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06457. Approved administrators will be notified and provided instructions for appointing authorized users.
(c) Each agency head or person appointed by the agency head for this purpose shall immediately notify the program manager or support staff of a change in the agency administrator. Authority to request and receive information from the E-FORCSE® database shall be suspended during an agency administrator vacancy.

(d) Each agency administrator may appoint authorized users to request and receive information on behalf of the agency using an “Agency Authorized User Appointment Form,” DH-8015-PDMP, effective 1/2015, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06460. Prior to appointment each authorized user must review the “Training Guide for Enforcement and Investigative Agencies,” DH-8012-PDMP, effective 6/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07630, and the “E-FORCSE® Information Security and Privacy Training Course, effective 7/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07631. Certification of these reviews is required before registration can be completed. The authorized user must provide printed copies of the certifications from both courses to the agency administrator who shall maintain them for the duration of the appointment and make them available for examination upon request of the program manager. Approved authorized users will be notified by email and provided with instructions for requesting and receiving information through the secure E-FORCSE® web portal.

(e) An authorized user must have actual knowledge of an active investigation as defined by section 893.055(1)(h), F.S., prior to submitting a request and is prohibited from requesting information on behalf of another law enforcement agency or entity.

(f) Each agency administrator shall immediately notify the program manager or support staff by email of authorized user changes and verify the list of authorized users on or immediately prior to June 30 of each year.

(5)(a) Impaired practitioner consultants do not have direct access to the information in the database but may request and review information relating to persons referred to or participating in the approved impaired practitioner programs from the program manager by having the Medical Director or Executive Director of the approved impaired practitioner program execute an “Impaired Practitioner Consultant User Agreement,” DH8020-PDMP, effective 7/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07632. If approved, the program manager will execute and return the agreement to the Medical Director or Executive Director of the approved impaired practitioner program.

(b) The impaired practitioner consultant shall immediately notify the program manager or support staff of a change of Medical Director or Executive Director. Authority to request and receive information from the E-FORCSE® database shall be suspended while the position of Medical Director or Executive Director is vacant.

(c) Upon approval of the impaired practitioner consultant user agreement, the Medical Director or Executive Director of the approved practitioner program may appoint up to three (3) authorized users who are employees of the approved impaired practitioner consultant to request and receive information on behalf of the approved impaired practitioner program using an “Impaired Practitioner Program Authorized User Appointment Form,” DH8022-PDMP, effective 7/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07633. Prior to appointment, each authorized user must review the “Training Guide for Impaired Practitioner Consultants,” DH8021-PDMP, effective 7/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07634. Certification of this review is required before registration can be completed. The authorized user must provide a printed copy of this certification to the Medical Director or Executive Director of the approved impaired practitioner program who shall maintain them for the duration of the appointment and make them available for examination upon request of the program manager. Approved authorized users will be notified by email and provided with instructions for requesting and receiving information through the secure E-FORCSE® web portal. Registration denials, stating the reason for the denial, will be emailed to the Medical Director or Executive Director.

(d) The Medical Director or Executive Director of the approved impaired practitioner consultant shall immediately notify the program manager or support staff by email of authorized user changes and verify the list of authorized users on or immediately prior to June 30 of each year.

(e) The person referred to or participating in the approved impaired practitioner program must provide written authorization for the approved impaired practitioner consultant to request and review any information relating to that person. The referred or participating person shall use the “Authorization for Impaired Practitioner Consultant Access,” Form DH8023-PDMP, effective 7/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07635, to provide this authorization. The impaired practitioner consultant or authorized user must upload the executed authorization form with the request for information from the E-FORCSE® database relating to the referred or participating person. Each access for a referred person requires a new authorization form. Authorizations for impaired practitioner program participants can be in effect no longer than the duration of the monitoring contract with the impaired practitioner program. If approved, the program manager will return the information on the referred or participating person to the impaired practitioner consultant or authorized user through the secure E-FORCSE® web portal. If denied, the program manager will notify the impaired practitioner consultant or authorized user with the reason for the denial.

(f) Impaired practitioner program consultants and authorized users may only query information relating to the referred or participating person who has given authorization to access the information, and not any prescriber or dispenser. An impaired practitioner program consultant may make a notation of the query in the impaired practitioner program file.

(g) Information in the E-FORCSE® database relating to referred and participating persons accessed by impaired practitioner consultants and authorized users is confidential and exempt and shall not be disclosed or transmitted to any other person, program or entity, including the Department. To prevent inadvertent disclosure, the information should not be included in the referred or participating person’s impaired practitioner program file, downloaded or printed.

(6) A patient or the legal guardian or designated health care surrogate of an incapacitated patient may request information from the program database to verify the accuracy of the database information by contacting the Prescription Drug Monitoring Program by mail at 4052 Bald Cypress Way, Bin #C-16, Tallahassee, FL 32399-3254, or by telephone at (850)245-4797. Requesters must complete form DH 2143, “Patient Information Request,” effective 6/2016, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-07636. The patient or other authorized person must make an appointment, appear in person at the program or department field office, and produce a valid government-issued identification, which includes a photograph, to review the requested information.
Rulemaking Authority, 893.055 FS. Law Implemented 893.055, 893.0551 FS. History–New 11-24-11, Amended 2-17-16, 2-14-17.
64K-1.004 Management and Operation of Database.
(1) All non-exempt entities that dispense controlled substances, Schedules II ‒ IV, are required to register and report to the program database.
(2) Dispensers must register electronically at https://flpdmp-reporting.hidinc/ using the temporary user name “newacct” and temporary password “welcome.” A permanent user name and password will be provided electronically to successful registrants. Certification that the dispenser has reviewed the “Dispenser’s Implementation Guide,” DH8013-PDMP, effective 7/2015, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06459, is required before registration can be completed.
(3) All dispensers shall electronically report dispensing information to the program’s database as soon as possible, but not more than 7 days after the controlled substance is dispensed. Extensions of time to report the dispensing of a controlled substance may be granted for no more than 30 days upon request to the program by any dispenser unable to submit data by electronic means if the dispenser provides evidence of having suffered a mechanical or electronic failure or cannot report for reasons beyond the control of the dispenser or if the database is unable to receive submissions. A dispenser that has no dispensing transactions to report for the preceding seven-day period must submit a zero activity report as described in the “Dispenser’s Implementation Guide.”
(4) Dispensing information with errors or omissions shall be corrected and resubmitted to the database by the reporting dispenser within seven business days of receiving electronic or written notice from the program manager or support staff of the error or omission.

(5) The program will file a complaint with the Department and refer to law enforcement any failure to report the dispensing of Schedules II – IV controlled substances.

(6) Pharmacies that do not dispense controlled substances in or into this state must submit a “Notification of Exemption From Reporting,” DH8016-PDMP (effective 7/2015), incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06461. Exemptions must be renewed on or before February 28 in odd years by making the appropriate election on the biennial pharmacy permit renewal form or on “Renewal of Notification of Exemption from Reporting Form,” DH8018-PDMP (effective 7/2015), incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06463. Pharmacies seeking to begin dispensing controlled substances must notify the program electronically and be removed from the exempt list prior to registering to report to the program database.
(7)(a) A patient, health care provider, prescriber, or dispenser may submit an electronic request to the program manager for the correction of erroneous information in the database. The request shall include:

1. A statement explaining in detail the error and the basis for the requested correction,
2. The precise change requested,
3. Documentation establishing the correct information,
4. The requester’s name, address, telephone number, and license number if licensed as a health care provider in Florida.

(b) The program manager or support staff will review all requests to correct information and will request the dispenser reporting the incorrect information to correct identified errors. No correction will be made if no error is found. The program will notify the entity or person requesting the correction of the results of the review.
(8) Information reported will be maintained in the database for a period of 2 years from the date the prescription was dispensed.
(9) Information submitted to the database by dispensers directly dispensing a controlled substance shall include the telephone number of the person for whom the prescription was written.
Rulemaking Authority 893.055 FS. Law Implemented 893.055 FS. History–New 11-24-11, Amended 2-17-16, 1-12-17.
64K-1.005 Privacy of Controlled Substance Prescription Dispensing Information.
(1) Breaches in database security discovered by the program manager or support staff must be reported to the Department’s Chief Privacy Officer immediately upon discovery of the breach. Any system user who suspects or becomes aware of a breach in security must report the suspected or actual breach to the program manager or support staff as soon as possible, but no later than one business day after discovery.
(2) The program manager or support staff will notify the agency administrator by email each time a request for information is made by an agency authorized user.

(3) Information from the database disseminated in any form by the program to any entity is considered protected health information, and the use of it is governed by any and all applicable state and federal laws. All information accessed or provided to an authorized agency, entity, or individual shall be labeled “CONFIDENTIAL: This information obtained from E-FORCSE® contains confidential controlled substance prescription dispensing information. Release or disclosure of confidential and exempt information may be a third degree felony.”

(4) Each registered agency shall be accountable for all confidential and exempt information received by authorized users. The agency shall have an auditable, continuous chain of custody record of the receipt and transfer of confidential and exempt information. When confidential and exempt information is transferred from one agency to another during the transaction of official business, the receiving agency shall maintain the confidential and exempt information in the same manner.

(5) It is unlawful to access or request information for a prohibited purpose or to disclose or release confidential or exempt information. Failure to comply with section 893.0551(5), F.S., may result in suspension of access to the database. The program manager will notify agency administrators of any alleged failure to comply. Agency administrators must investigate the alleged compliance failure and report its findings to the program manager immediately. Access privileges may be reinstated upon request in writing to the program manager who shall determine if the investigation is complete and reinstatement is appropriate. Prior to reinstatement the suspended user must submit proof of completion of the “E-FORCSE® Information Security and Privacy Training Course,” effective 1/2015, incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-06464, within the last 30 days to the program manager.

(6) All information released by an authorized user to a criminal justice agency shall have all information that is not the subject of the active investigation redacted by the authorized user prior to release.

(7) To prevent inadvertent release or disclosure of the confidential and exempt information in the database, pharmacists, prescribers and dispensers should avoid downloading and printing information from the database.

(8) Agency administrators shall provide a quarterly report to the program manager with the status of each active investigation case which has required program database access. The report shall include, at a minimum, whether the case is active or inactive and the disposition, if applicable.
Rulemaking Authority 893.055 FS. Law Implemented 893.055, 893.0551 FS. History–New 11-24-11, Amended 2-17-16.
64K-1.006 Program Evaluation and Other.
Rulemaking Authority 893.055 FS. Law Implemented 893.055 FS. History–New 11-24-11, Repealed 3-2-14.
64K-1.007 Indicators of Controlled Substance Abuse.

(1) The following behavior indicates controlled substance abuse:

A patient who within a 90-day time period: (1) obtains a prescription for a controlled substance in Schedules II, III, or IV, as defined in section 893.03, F.S., from more than one prescriber; and (2) is dispensed a controlled substance in Schedules II, III, or IV, as defined in section 893.03, F.S., from five or more pharmacies.

(2) Upon identifying a patient who exhibits or for whom the behavior outlined in subsection (1), has been exhibited, the Program Manager may provide relevant information to the identified health care practitioners who have prescribed or dispensed controlled substances to the identified patient within the 90-day period.

Rulemaking Authority 893.055 FS. Law Implemented 893.055(2) FS. History–New 5-21-12.
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